Subject: DMCA Complaint: [IP] [complaint date]
Attached please find a copy of a complaint noting a violation of the Digital Millennium Copyright Act (DMCA).  This complaint came to Mike Kerntke, CIO via [complainant].  The Information Security Group has identified that this machine is registered to an ID for which you are responsible.

The complaint has been copied to the bottom of this letter.  Briefly, the PC in question is:

IP Address: [IP]
MAC Address: [MAC]
NetReg ID: [NetID]
User information (if available):

[User Information]

The IP address above may be different than the IP address mentioned in the complaint below.  This would occur if the PC has obtained a different IP address through DHCP.  The MAC Address is a unique identifier that does not change.

As required by the DMCA the Information Security group must follow up on any reported infringements and notify the responsible parties.

You have been reported as downloading the following file(s) as referenced in the complaint below:

[file list]

As a result of this complaint you are required to do the following:

•Delete the file(s) from the PC and from any other devices it may have been copied to.

•Review the University of Connecticut’s Individual Responsibilities with Respect to Appropriate Use of Information Technology Resources policy:  http://www.policy.uconn.edu:8080/UConnPolicy/pages/findPolicy.jsp?policyId=356

Your internet access has been temporarily suspended.  To restore your access, you will need to visit http://security.uconn.edu/dmca/ and enter this verification code after following the instructions above: [code]
If this is a machine for which there is no single user associated, and you cannot identify which user was logged on at the time of the infringement please let us know.

If you have any questions about either the complaint or report please feel free to contact us by replying to this e-mail.

Thanks for your cooperation in this matter.

UITS Information Security

-------------------------

[complaint]

